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1, Puring racent dlscuaaion between O.j. and British re- 
preeentatlvaa, the Britiab proposed colieboration on th* deveiop- 
«eat of tfhat they temed a new and revolutionary Idea for a 
eipher »achine. Thi# rieuallaed a 24-abeel «achine. Our opinion 
«as that cryptographically the proposed Britiah machine i«as 
good, but it *o^d be hi^ly ooapiicated, and not practical for 
englneerln>j and eairstenance reasons* 

2, Our counterproposal eas t’te Introduction of aodifica- 
tlons to the eacleting Combined Cipher k&chiao which would greatly 
atrengt/.en it cryptographically. The British will consider our 
proposal, making a detailed stu^y thereof* 

3, 3e proposed further that there should be better Secur- 
ity Buies to properly eafeguard any combined orypto s/stesa. "e 
feel that while the British are security-ainded, they should 
provide better physical security for crypto macblaa. 

4* The British crypto personnel hare returned to the United 
Cingdoa. They will oake a detailed study of our proposals and 
foraaiate a new *et of security regulations for submiseion to 
the CCB. Se will throughly test our proposed aodiflcations to 
the present coobined cipher aachine, and *aks the results k:.o«n 
to the Britieh, ne rill also submit a new set of security 
regulations to the CCB for consideration, in order attain a 
SRStually satisfactory security basis for axy future collabora- 
tion. 




5. The British indicated that they know a great deal about 
the 3Ca as a result of observatione during the *ar. Actually, 
the British were never given the ECU officially, aj-though it 
wms used in certain British Coianands with U« S. personnel provided 
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to opars-te aad aafaguard it. They have the highest opinion of 
It fjrott «. crypto sacurity vievpoir.t snd proposed that it ( CM) 
be tt»sd as the fai^h-levei eoablned crypto aystes, instead of 
trying to develop a new eorsbined mohine. do not favor this, 
the principal reasons being- 



a* Wo eotild lose control of its physical security - 
which *8 have thus far aanaged to SLalr.tain effectively. 

b. If tJhe liiCii should got into the hands of aigr other 
nation, it sight in the future be ueed for traffic which we 
probably could iwt read, if we eo desired - at least not with- 
out a t recendous expenditure of funds for analytical sachinery 
which does not yet exist and for aBploy»ent of nu®araus par- 
aonael to operate that ' Bachlnary, 



c. We feel that the combined cipher aschlne (CC») we 
EOS have is secure for coablnsd use, and with proposed ssodlfi* 
cations should be secure for eany years hence. 



d. We have no better crypto device for our use than 
the ZCU and if we shared it with any other nation we would have 
difficulty applying eodifications to the 3CM In the future. 

This las t^l tea le extreaely iacortauLL-bgcau se our oioly present 

id^s for grealier crypto seeurity"lle in the li^rove^^ of the 

. . 

6. If the present co:suined cipher ssachlne ahoulu be oois- 
prwsised, and if the British and U. S, are allied in a future 
war, 99 could give the British the BCM (if that shaaid then be 
necessary), Hcvever, at this tl»«, I recoiswend that our present 
pelicy of reserving the SCfi strictly for U, S. BiUtary use be 
continued and any relaxation of this policy be resorted to at 
a later date only as an «xtr«^e anergency aeaeure. 



7, If se collaborate with the British in the future on a 
new aojfoined cipher wachino, the British will p-obabiy expect 
tbs U. S. to assume sajor responsibility for engineering develop 
Kent Vfork* I do not believe ttr^st the British will reproduce 
enr BCM far their own use - even thoi^h they claia to know the 
basic principles of the because of expense and difficulties 
involved. However, this is a poeslbiiity, which should not 
sncoura ;e. 



8, This recant coabined crypto confer eoce was of value to 
both Sritieh and V. S, I rocoBeend that we (Array and Navy) 
continue present iiaited crypto collaboration with the British, 

Respectfully, 




‘ 4 ^ 




